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Abstract:

The rapid digital transformation of small and medium-sized enterprises (SMEs) has raised
cybersecurity threats while also offering a multitude of opportunities for economic growth.
This study looks at the cybersecurity problems that SMEs face when utilising digital
technologies including cloud computing, digital marketing, and e-commerce. A survey of
250 SME owners and decision-makers from various industries was conducted to learn more
about their cybersecurity measures and how cyber risks impact their operations. The survey
highlights the main challenges that SMEs face, including a lack of capital, a lack of skilled
workers, and insufficient employee training.

1. Introduction

Small and Medium Enterprises (SMESs) are increasingly adopting digital technologies as
part of their growth strategies. Digital transformation enables SMESs to enhance operational
efficiency, expand their market reach, and improve customer engagement. However, with
these technological advancements comes the heightened risk of cybersecurity threats. SMESs
often lack the resources and expertise required to protect their digital assets effectively,
making them vulnerable to a variety of cyberattacks. The purpose of this research is to
examine the cybersecurity challenges faced by SMEs during their digital transformation
journey and identify the strategies they use to mitigate these risks.

As SMEs in emerging economies like India accelerate their adoption of digital technologies,
understanding the specific cybersecurity concerns and the effectiveness of current security
measures becomes crucial. This paper aims to provide insights into the nature of these
challenges, explore the impact of cyber threats on business operations, and suggest practical
measures to improve cybersecurity in SMES.

Surat, often referred to as the "Diamond City" and the "Textile Hub of India,” is a vibrant
metropolis in Gujarat, renowned for its thriving small and medium-sized enterprises
(SMEs). As of recent data, Surat boasts approximately 425,653 Micro, Small, and Medium
Enterprises (MSMEs), with a significant concentration in the textile and diamond industries.
The majority of these enterprises are micro-sized, numbering around 404,554, followed by
small enterprises at 19,488, and medium enterprises at 1,611.

Cybersecurity in Small and Medium Enterprises (SMES) is a critical yet often overlooked
aspect of business operations. As SMEs increasingly adopt digital technologies to streamline
their operations, improve customer engagement, and scale their businesses, they are exposed
to a growing range of cybersecurity risks. Here's a detailed exploration of cybersecurity
challenges, threats, and strategies in SMEs:

1. Importance of Cybersecurity in SMEs

SMEs are crucial to the global economy, but they are also prime targets for cybercriminals.
While large enterprises often have dedicated cybersecurity teams, SMEs may lack the
resources and expertise to secure their digital infrastructure effectively. Cyberattacks can
lead to data breaches, financial loss, reputational damage, and legal consequences, all of
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which can severely disrupt the operations of SMEs.

With digital transformation becoming a necessity, SMEs are increasingly using cloud
computing, e- commerce platforms, and other digital tools that expose them to various
cybersecurity vulnerabilities. Therefore, protecting sensitive data, intellectual property, and
financial information from cyber threats is vital for the sustainability of SMEs.

2. Common Cybersecurity Risks Faced by SMEs
Several types of cyber threats can compromise SMEs’ digital security, including:

. Phishing Attacks: These are deceptive emails or websites designed to trick employees
or business owners into revealing sensitive information such as login credentials, financial
details, or personal data.

. Ransomware: A type of malware that locks access to data or systems, demanding a
ransom in exchange for restoration. SMEs are often vulnerable to ransomware attacks due
to insufficient security measures.

. Malware: Malicious software that infiltrates systems to steal data, damage files, or
disrupt operations. SMEs may unknowingly download malware through unsafe email
attachments or downloads from untrusted sources.

. Data Breaches: Unauthorized access to sensitive company or customer data. This
could lead to the exposure of private information, including financial records, social security
numbers, and intellectual property.

. Social Engineering: Cybercriminals manipulate employees into breaking security
protocols or providing confidential information, often under false pretenses.

3. Reasons Why SMEs Are Vulnerable to Cyber Threats
SMEs face specific challenges in securing their digital assets:

. Limited Resources: Many SMEs operate with limited budgets, which means they
often lack the funds to invest in advanced cybersecurity tools and services.

. Lack of Expertise: Cybersecurity requires specialized knowledge, and many SMEs do
not have dedicated IT or cybersecurity teams. This lack of expertise can lead to inadequate
protection and failure to recognize vulnerabilities.

. Outdated Systems: SMEs may continue using legacy systems or software that are no
longer supported with security updates, leaving them exposed to known vulnerabilities.

. Employee Negligence: Employees often act as the first line of defense but may lack
proper training in recognizing phishing attempts, maintaining strong passwords, or
following security protocols.

. Lack of Cybersecurity Awareness: In many SMEs, cybersecurity is not a top priority.
Business owners and employees may not fully appreciate the risks or the need for
comprehensive cybersecurity strategies.
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4.  Impact of Cybersecurity Breaches on SMEs
Cybersecurity breaches can have significant, long-lasting effects on SMEs:

. Financial Loss: The immediate financial consequences of cyberattacks, such as
ransomware payments or recovery costs, can be substantial. Small businesses are especially
vulnerable to these losses because they may lack the financial cushion of larger enterprises.

. Reputation Damage: Data breaches or cyberattacks can harm the trust and reputation
of a business. Losing customer data or experiencing a disruption in service can result in
customer churn and a decline in brand loyalty.

. Legal and Regulatory Consequences: Depending on the jurisdiction, SMEs may be
subject to legal consequences for failing to adequately protect customer data. Data
protection regulations, such as the GDPR, impose heavy fines for non-compliance following
data breaches.

. Operational Disruption: Cyberattacks often disrupt business operations, leading to
system downtimes, loss of productivity, and delays in service delivery.

5.  Cybersecurity Strategies for SMEs
To safeguard against cyber threats, SMEs must adopt a comprehensive cybersecurity strategy
that includes the following elements:

. Employee Training and Awareness: Educating employees about the risks of phishing,
social engineering, and other cyber threats is essential. Training programs should emphasize
the importance of strong password practices, recognizing suspicious emails, and adhering
to security policies.

. Regular Software Updates and Patches: Keeping operating systems, software
applications, and security tools up to date ensures that known vulnerabilities are addressed.
This includes updating firewalls, antivirus software, and encryption tools.

. Data Encryption: Encrypting sensitive data, both at rest and in transit, adds an
additional layer of protection. Even if data is intercepted or stolen, encryption makes it
unreadable without the decryption key.

. Multi-Factor Authentication (MFA): Implementing MFA adds a second layer of
security by requiring users to provide additional information (e.g., a one-time code sent to
their mobile phone) in addition to a password. This makes it more difficult for attackers to
gain unauthorized access to accounts.

. Backup and Disaster Recovery Plans: Regularly backing up critical data and
establishing a disaster recovery plan ensures that businesses can restore their operations after
a cyberattack or system failure.

. Network Security: Using firewalls, intrusion detection systems, and secure Wi-Fi
networks to protect against unauthorized access is fundamental to securing the IT
infrastructure of SMEs.
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. Cybersecurity Insurance: SMEs may also consider purchasing cybersecurity
insurance to mitigate financial risks associated with cyberattacks and breaches.
6. Role of Government and Industry Support

Governments and industry organizations can play a key role in supporting SMEs with
cybersecurity:

. Cybersecurity Frameworks and Guidelines: Governments can provide cybersecurity
frameworks that outline best practices for SMEs. For instance, the Indian government has
initiated various programs, such as the "National Cyber Security Policy,” to help SMEs
improve their cybersecurity posture.

. Financial Support and Subsidies: Financial incentives, such as subsidies for
cybersecurity training, software, and infrastructure, can help SMEs mitigate the cost of
securing their operations.

. Cybersecurity Awareness Campaigns: Public awareness campaigns and initiatives
that provide information about cybersecurity threats and preventive measures can help
SMEs stay informed.

Cybersecurity in SMEs is no longer a luxury but a necessity in today’s digital world. SMEs
face unique challenges due to limited resources, lack of expertise, and growing cyber threats.
However, with the right combination of training, technology, and strategic planning, SMEs
can significantly reduce their exposure to cybersecurity risks. By fostering a culture of
cybersecurity awareness and implementing best practices, SMEs can safeguard their
operations, protect sensitive data, and ensure business continuity in an increasingly digital
world.

2. Literature Review

Digital transformation has been widely acknowledged as a key driver of business growth,
especially for SMEs that seek to compete in an increasingly digital world (Westerman et al.,
2011). However, SMEs often face challenges in adopting and integrating new technologies
due to limited resources and a lack of cybersecurity expertise (Chong et al., 2018).
Cybersecurity is a critical concern, as SMEs are often targeted by cybercriminals due to their
vulnerability (Symantec, 2019).

According to previous studies, SMEs are typically less equipped to handle sophisticated
cyberattacks, with many relying on outdated security practices or lacking a dedicated
cybersecurity team (Sharma et al., 2020). Several research papers have highlighted that
inadequate awareness of cyber risks, coupled with budgetary constraints, prevents SMEs from
investing in robust security measures (Alharkan & Alabdulmonhsin, 2018).

Despite these challenges, SMEs can adopt a range of strategies to improve their cybersecurity
posture, such as employee training, encryption of sensitive data, and regular software updates
(Gonzalez et al., 2020). This research builds on existing literature by focusing specifically on
SMEs in Gujarat, India, to assess their cybersecurity challenges within the context of digital
transformation.
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3. Research Methodology

This study employs a quantitative research design to investigate the cybersecurity challenges
faced by Small and Medium Enterprises (SMES) in Surat, Gujarat, India, during their digital
transformation. The research aims to provide empirical evidence regarding the types of
cybersecurity risks encountered by SMEs, the measures they have implemented to counter
these threats, and the barriers that hinder their ability to improve their cybersecurity posture.
The following steps were followed to conduct this study:

3.1 Research Design

A descriptive survey design was employed to capture a broad overview of the current state of
cybersecurity practices among SMEs in Surat. The research focused on understanding the
relationship between the size and industry of SMEs and their cybersecurity strategies. By
gathering data from a large number of SMEs, the study aims to identify prevalent
cybersecurity issues and propose actionable recommendations for improvement.

3.2 Data Collection

The data was collected through a structured questionnaire designed specifically to assess the
cybersecurity challenges SMEs face. The questionnaire was distributed to SME owners,
decision- makers, and key management personnel who are directly involved in the company’s
digital transformation and cybersecurity efforts. The questionnaire consisted of closed-ended
questions with a Likert scale (1-5) for questions related to risk perception, and multiple-choice
questions to assess the types of threats, measures implemented, and barriers faced by the
SMEs.

The questionnaire was divided into five sections:

1. Company Characteristics — Questions related to the size, industry, and duration of
digital transformation.

2. Cybersecurity Threats — Questions to identify the types of cyber threats faced by
SMEs, including phishing, malware, ransomware, data breaches, and others.

3. Cybersecurity Measures — Questions exploring the cybersecurity tools and
strategies SMEs use to mitigate risks (e.g., firewalls, encryption, employee
training, etc.).

4. Cybersecurity Challenges — Questions to determine the challenges SMEs face in
improving cybersecurity, such as budget constraints, lack of skilled professionals,
etc.

5. Impact of Cybersecurity Incidents — Questions to understand the impact of cyber
threats on SME operations, such as financial losses, loss of customer trust, etc.

3.3 Sample Selection

A non-probability, convenience sampling technique was used to select respondents for this
study. A total of 250 SME owners or key decision-makers from various industries, including
manufacturing, retail, services, and technology, were selected. The selection criteria were
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based on businesses that had actively adopted digital technologies (e.g., e-commerce, digital
marketing, cloud computing, etc.) in the past 3-5 years. The sample was intended to represent
SMEs of various sizes:

e Micro SMEs (1-9 employees)
e Small SMEs (10-49 employees)
¢ Medium SMEs (50-249 employees)

The respondents were approached through email, social media, and direct contact via phone
calls, ensuring a diverse and representative sample of SMEs operating in Surat, Gujarat.

3.4 Data Analysis

The data collected from the survey were analyzed using descriptive statistics to summarize
the responses and identify key trends. The following techniques were applied:

. Frequency Distribution: To identify the most common cybersecurity threats faced by
SMEs.

. Percentages: To understand the proportion of SMEs implementing certain
cybersecurity measures and their risk perceptions.

. Cross-tabulation: To examine relationships  between company
size/industry and cybersecurity practices.

. Chi-Square Test: To determine if there are significant differences in cybersecurity
practices across different types of businesses (e.g., manufacturing vs. services).

The analysis was performed using SPSS (Statistical Package for the Social Sciences)
software, which helped in generating insights and correlations among different variables.

3.5 Validity and Reliability

To ensure the validity of the questionnaire, the instrument was developed based on existing
literature on cybersecurity in SMEs and was reviewed by industry experts and academics in
the field of digital security and SMEs. Furthermore, the reliability of the questionnaire was
tested through a pilot study conducted with a small sample (30 respondents), yielding a

Cronbach’s alpha of 0.85, indicating strong internal consistency.

3.6 Ethical Considerations

Ethical approval for the research was obtained from the relevant institutional review board
(IRB) to ensure compliance with ethical guidelines. Participation in the survey was voluntary,
and all respondents were assured of their anonymity and confidentiality. The data were used
solely for the purpose of this research, and informed consent was obtained from each

participant prior to completing the questionnaire.

VNSGU Journal of Research and Innovation (Peer Reviewed)
ISSN:2583-584X
Volume No. 4 Issue No.:2 April to June 2025
246



3.7 Objectives:
1. ToAnalyze the Current Cybersecurity Landscape for SMEs in the Digital Age
2. To Examine the Impact of Cybersecurity Threats on the Operations of SMEs
3. To Explore the Cybersecurity Measures and Practices Adopted by SMEs

4. To Provide Recommendations for Strengthening Cybersecurity in SMEs
During Digital Transformation

4. Results and Discussion

4.1. Company Size and Industry

Table 1: Company Size Distribution

Company Size Frequency (n=250)| Percentage (%0)
Micro (1-9 employees) 137 55%
Small (10-49 employees) 87 35%
Medium (50-249 employees) 26 10%

The majority of respondents (55%) were from micro-sized businesses, followed by small
businesses (35%) and medium-sized businesses (10%). This suggests that cybersecurity
issues are more pronounced among smaller SMEs with fewer resources.

4.2.Cybersecurity Threats Encountered

Table 2: Types of Cybersecurity Threats Encountered

Cybersecurity Threat |Frequency (n=250)|Percentage (%)
Phishing attacks 162 65%
Malware and ransomware 125 50%
Data breaches 100 40%
Insider threats 50 20%
Denial of Service (DoS) 37 15%

Phishing attacks (65%) are the most commonly reported cybersecurity threat, followed by
malware and ransomware (50%). These are relatively simple but highly effective threats that

target SMEs with limited cybersecurity defences.

VNSGU Journal of Research and Innovation (Peer Reviewed)
ISSN:2583-584X
Volume No. 4 Issue No.:2 April to June 2025
247



4.3.Risk Perception

Table 3: Perceived Cybersecurity Risk

Risk Level|Frequency (n=250)|Percentage (%)
Very High 25 10%
High 88 35%
Moderate 100 40%
Low 13 5%
Very Low 24 10%

40% of respondents perceived their risk level as moderate, while 35% considered it high. This

indicates that while SMEs are aware of the risks, many feel underprepared to address them

effectively.
4.4.Cybersecurity Challenges

Table 4: Cybersecurity Challenges Faced by SMEs

Cybersecurity Challenge Frequency (n=250)| Percentage (%)
Lack of budget 112 45%
Lack of skilled professionals 87 35%
Limited awareness of risks 100 40%
Integration with legacy systems 75 30%
Insufficient employee training 62 25%

The major challenges SMEs face include lack of budget (45%) and lack of skilled
professionals (35%). These constraints make it difficult for SMEs to implement

comprehensive cybersecurity measures.

4.5.Cybersecurity Measures Implemented

Table 5: Cybersecurity Measures Implemented by SMEs

Cybersecurity Measure

Frequency (n=250)

Percentage (%)

Regular software updates

175

70%

Firewalls and intrusion detection

150

60%
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Multi-factor authentication (MFA) 125 50%
Employee training programs 100 40%
Backups and disaster recovery plans 150 60%
Cybersecurity insurance 62 25%

Regular software updates (70%) and firewalls and intrusion detection systems (60%) are the

most common measures implemented by SMEs. However, fewer businesses have invested in

cybersecurity insurance (25%), indicating a gap in risk management strategies.

4.6.Impact of Cybersecurity Incidents

Table 6: Impact of Cybersecurity Incidents

Impact Frequency (n=250)| Percentage (%)
Financial losses 100 40%
Loss of customer trust 88 35%
Operational disruptions 75 30%
Loss of sensitive data 37 15%
Increased insurance premiums 12 5%

The survey reveals that financial losses (40%) and loss of customer trust (35%) are the most

significant impacts of cybersecurity incidents for SMEs.

4.7.Cross-Tabulation Table

SME Cybersecurity Firewall |Anti-virus!  MEA Frequency | Cybersecurity

Size Threats Adoption | Adoption | Adoption of Cyber Budget
Encountered P P P Incidents Allocation

1-2 Incidents: Low: S0%,

Micro | Phishing: 30% 45% 60% 30% 40% "IMedium: 30%,

° High: 20%

3-5 Incidents: Low: 60%,

Malware: 25% 55% 65% 25% 30% "IMedium: 25%,

° High: 15%
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1-2 Incidents: Low:
Small Phishing: 40% 65% 70% 50% A5% "IMedium: 35%,
High: 25%
3-5 Incidents: Low: 35%,
Malware: 35% 75% 80% 60% 350/ "IMedium: 40%,
° High: 250
0 Incidents: Low: 20%,
Medium| Phishing: 50% 85% 90% 75% 0% "IMedium: 30%,
° High: 50%
1-2 Incidents: Low: 25%,
Malware: 45% 90% 95% 80% 40% "Medium: 35%,
° High: 40%

Interpretation of Cross-Tabulation Analysis

1. SME Size and Security Measures
« Firewall Adoption:
» Micro SMEs have a 45% adoption rate, increasing to 65% for Small SMEs and 85%

for Medium SMEs. This suggests that larger SMEs are more likely to adopt
firewalls as part of their cybersecurity infrastructure.

« This reflects a trend where larger SMEs likely have more resources and a greater
need for robust security measures due to higher risks associated with digital
transformation.

e Anti-virus Adoption:

« The adoption of anti-virus software follows a similar pattern to firewalls: 60% for
Micro SMEs, 70% for Small SMEs, and 90% for Medium SMEs. This suggests that
anti-virus adoption is generally higher across SMEs as compared to firewalls,
though the adoption rate is still lower in micro SMEs.

« The increase in adoption as SME size grows could indicate that larger SMEs have

more resources and better awareness of the importance of cyber protection.

« MFA Adoption:
* Medium-sized SMEs show the highest adoption of Multi-Factor Authentication
(MFA) at 75%, compared to 50% for Small SMEs and only 30% for Micro SMEs.
This is likely because MFA is more resource-intensive to implement and may be
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more common in medium-sized firms with greater cybersecurity budgets and staff

to manage such measures.

Cybersecurity Threats Encountered by SME Size

The most common cyber threats SMEs face are phishing and malware. Micro
SMEs encounter phishing attacks 30% of the time, which increases to 50% for
Medium SMEs. The increase in the percentage of medium-sized SMEs
experiencing phishing could be attributed to a broader digital presence and,

therefore, more targets for phishing campaigns.

Malware threats are similarly frequent: 25% for Micro SMEs, 35% for Small
SMEs, and 45% for Medium SMEs. This aligns with the trend that as SMEs grow
larger, they face more sophisticated threats due to their increased exposure in the

digital space.

Frequency of Cyber Incidents

Micro SMEs face a higher frequency of 1-2 incidents (40%) and 3-5 incidents
(30%). This suggests that smaller firms, with fewer cybersecurity measures in

place, are more likely to experience repeated incidents.

Medium SMEs, however, report a larger percentage of 0 incidents (30%),
indicating that larger SMEs may have better preventative cybersecurity measures

in place, which reduce the number of incidents.

Cybersecurity Budget Allocation

Micro SMEs have a 50% low budget allocation, compared to 35% for Small SMEs
and 20% for Medium SMEs. This indicates that smaller SMEs are less likely to
allocate significant funds to cybersecurity.

Medium SMEs are more likely to allocate a high budget (50%), suggesting that as
SMEs grow in size, they prioritize cybersecurity more, likely due to the higher

risks they face.

Overall Insights:

Larger SMEs (Small and Medium) are better equipped to handle cybersecurity
challenges, with more frequent adoption of advanced security measures like

firewalls, anti-virus software, and MFA.
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» Cybersecurity Budget: SMEs with larger budgets (Medium) are more likely to
adopt comprehensive security practices and report fewer incidents. Smaller SMEs

with limited budgets face higher risks and more frequent incidents.

» Cybersecurity Threats: While all SMEs face common threats like phishing and
malware, the frequency of these threats increases with SME size. This could be

due to the wider digital footprint of medium-sized SMEs.

» Frequency of Cyber Incidents: Medium-sized SMEs tend to report fewer

incidents, likely due to better preparedness and investment in cybersecurity tools.

Suggestions:
SMEs should invest in continuous cybersecurity training for all employees, including

regular workshops and awareness campaigns on common cyber threats such as
phishing, social engineering, and malware. Given that human error is a significant
cause of breaches, empowering employees with knowledge is one of the most cost-

effective ways to improve cybersecurity.

MEs should consider transitioning to cloud-based platforms that offer built-in security
features like encryption, secure access controls, and automated updates. Cloud
services can also provide scalability, allowing SMEs to grow without compromising

on security, as cloud providers typically offer robust protection mechanisms.

SMEs should prioritize implementing fundamental cybersecurity measures, such as
firewalls, encryption, regular software updates, and multi-factor authentication
(MFA). Additionally, SMEs should allocate a dedicated portion of their budget to
cybersecurity to ensure they have the necessary tools and resources to protect their
digital infrastructure.

Conclusion

The study reveals that SMEs in Surat, Gujarat, are increasingly aware of the cybersecurity risks

associated with their digital transformation. However, significant challenges remain, including

limited financial resources, lack of skilled professionals, and inadequate cybersecurity training

for employees. These factors hinder SMEs' ability to adopt and implement effective

cybersecurity measures, leaving them vulnerable to a wide range of cyber threats.

To address these challenges, SMES must:

1.

Increase budget allocation for cybersecurity tools and services.
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2. Invest in employee training and awareness programs to reduce human error, which

remains a key vulnerability.

3. Consider cybersecurity insurance to mitigate financial risks from potential cyber
incidents.
4. Regularly conduct cybersecurity audits and invest in advanced security

technologies such as multi-factor authentication and encryption.

Governments and industry bodies should provide SMEs with greater support in the form of

subsidies for cybersecurity tools, training programs, and access to skilled professionals. By

addressing these issues
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